This paper presents an overview on Radio Frequency Identification (RFID) technology for human implants and investigates the technological feasibility of such implants for locating and tracking persons or for remotely controlling human biological functions. Published results on the miniaturization of implantable passive RFID devices are reported as well as a discussion on the choice of the transmission frequency in wireless communication between passive RFID device implanted inside human body and an off-body interrogator. The two techniques (i.e., inductive coupling and electromagnetic coupling) currently used for wirelessly supplying power to and read data from passive implantable RFID device are described and some documented biomedical and therapeutic applications of human RFID-implant devices are finally reported. Résumé -Cet article dresse un état de l'art sur la technologie des puces RFID implantées dans le corps humain. Il explore la faisabilité d'implants permettant de localiser en temps réel des personnes ou encore de contrôler à distance les fonctions biologiques du corps humain. Des résultats sur la miniaturisation des puces RFID passives et implantables dans le corps sont présentés. Des considérations sur le choix de la fréquence de la communication sans fil entre l'implant RFID et son lecteur sont formulées. Deux techniques usuelles (à savoir le couplage inductif et le couplage électromagnétique) pour alimenter sans fil et à distance l'implant RFID passif et pour lire les données de l'implant sont décrites. Des applications biomédicales et thérapeutiques des implants RFID sont finalement données.
I. Introduction
Implantable Radio Frequency Identification (RFID) devices are known as a technology for the remote identification (tagging) of animal or persons. A classical example of human identification based on RFID-implant is given by the VeriChip tag (11 mm long and about 1mm in diameter) which contains numerical code (identifiers) readable at 10 centimeters or less using a handheld reader . When illuminating by the low-frequency magnetic field (134 KHz) generated by the reader, the RFID tag powers itself up and transmits a 16-digit code that is unique to the tag. Recent developments in RFID technology have opened up new potential applications, where RFID devices are implanted in the human body for locating and tracking persons or for remotely controlling human biological functions. Such applications may raise ethical and juridical problems, but these are outside the scope of the present survey. In this paper only the advances and challenges in RFID technology for human implant devices are reported.
Sub-micron sized "spychip" implant connected to the Global Positioning System (GPS) is not achievable using the nowadays technology. A GPS device that would be required for the real-time tracking on earth presents dimensions that are too large for implanting inside human body. Miniaturization of such device for building a "rice-grain-sized GPS" implant is a very challenging technological issue that has to be solved before addressing the feasibility of "Human implant Personal GPS Tracker" [Masters 2005 ].
RFID technology for human implants is generally based on battery-less (passive) devices and allows achieving very short read range, typically 10cm or much less (see, e.g., [Freudenthal 2007]) . Consequently RFID implants cannot communicate with GPS satellites (or other equivalent satellite-based positioning system) that would be required for the real-time tracking of a person. RFID technology is then not suitable for the realtime tracking of a person anywhere on the planet through RFID-chip deeply implanted in his body.
The remote control of human biological functions by using RFID technology seems to be more realistic. Following the estimations of Burke et al. [Burke 2009 ], a single chip (including antenna) radio system with on-board sensors of size 100 × 100 × 1 μm 3 seems to be feasible with available technology. Consequently, the wireless communication with small RFID implants in humans for reading information about chemical or physical quantity in biological systems or for providing the remote activation/deactivation of biochemical activity inside a single living cell seems to be "not completely out of reach" [Burke 2009 ]. Moreover, using nanotechnology, Jensen et al. [Jensen 2007 ] have reported the fabrication of a FM-radio using a single nanotube of devices are finally reported in Section V. The conclusion identifies some technological challenges to face for demonstrating the feasibility of in-vivo remote control over human [Hanson 2009 ] and will certainly be the subject of future investigations, this experiment demonstrates for the first time the direct radio-frequency (RF) control over biomolecular machinery in a specific and fully reversible manner. Remote control at such very small scale level seems to not alter bio-molecular events occurring in the surrounding medium.
A discussion of the technological feasibility of tiny devices implanted inside a living cell for the remote control of a wide range of biological functions or the detection of presence or concentration of a protein or antibody can be found in [Burke 2009 ]. Based on known technological achievements and patents in nanoelectronics a "nanorobot" consisting in embedded smart sensors implanted in human body for tele-operated surgical procedures or early disease diagnosis has been designed in [Cavalcanti 2007 ]. Up to now, such nano-devices have not been fabricated.
II.3 RFID Technology for human implant devices
Basically, RFID is a technology that uses communication via electromagnetic waves to exchange data between an interrogator (also known as the reader) and an object called the transponder for identification and tracking purposes. The transponder is generally composed of an integrated circuit for storing and processing the data signal and an antenna for receiving and transmitting the signal [Finkenzeller 2003 ]. Such technology may fulfill the technical requirements listed Section II.1. Fabrication of very small RFID device with communicating ability is achievable (see Section III) and, following the recent estimations of Burke [Burke 2009 ], it appears technically possible to fabricate RFID device at the bio-molecular scale that interrogates its local chemical environment (sensing) or/and controls the biological machinery inside a single living cell. The remote monitoring at such a very small scale level is assumed to provide the selectivity requirement, that is, the local control of bio-molecular machinery without damaging cells or even affecting the biological events in the surrounding medium. 
IV. Wireless techniques for powering passive RFID implant devices
Passive RFID technology allows to overcome the limitations in terms of lifetime, reliability and size of RFID devices requiring a battery. The electromagnetic field received from the interrogator is the only source for supplying power to the passive transponder. The two techniques currently used for wirelessly supplying power to (and read data from) passive RFID chip are reported in this Section. The analysis given in Sections IV.1 and IV.2 are performed in free-space environment and in absence of electromagnetic noise, while Section IV.3 considers the performances of actual wireless communication between an implanted RFID device and an off-body interrogator.
IV.1. Inductive coupling
The power required for operating a passive transponder may be supplied by an interrogator via inductive (or near field) coupling. Figure 1(a) shows the constitutive elements of the corresponding RFID system. Time-harmonic magnetic field is generated by the low frequency current in the interrogator coil. In the near field region inductive coupling may occur between this coil and the transponder coil. The equivalent circuit of the RFID system based on inductive coupling is shown in Figure   1 It reaches its maximum value at resonance frequency. In Eq. (1), I denotes the magnitude of the time-harmonic current in the interrogator coil, 2f is the radian frequency of the transmission. The coupling coefficient 2 1 L L M k  between the two coils depends on the distance d between the transponder coil and the interrogator coil. In practice this coefficient is close to 10 -3 (e.g., k = 4 10 -3 at a distance d = 5 mm and k= 1.5 10 -3 at d=1 cm in [Lu 2007] ). The voltage V given by Eq (1), once rectified and smoothed with a regulator, is used for supplying power to the IC. It must be large enough to operate this circuit. For a given distance d between the two coils, this condition allows to derive the minimum magnetic field that must be generated by the interrogator coil.. This field decreases rapidly with distance inside the near field region (as 1/d 3 where d designates the distance from the center of the interrogator coil to the transponder coil [Finkelzeller 2003]) and consequently, when the two coils are separated, it may rapidly become too weak for providing the transponder with the energy it needs to operate. From [Lu 2007 ], at a frequency f=13.56 MHz, voltages V ≈ 1 Volt (required for operating the RFID IC) may be induced in a small implantable transponder coil L 2 ≈ 100nH from an interrogator coil L 1 ≈ 1 H located at a distance d smaller than 1 cm.
Lu et al. [Lu 2007 ] have recently reported wireless communication with implantable RFID device (occupying approximately 25 mm 3 in volume) in the frequency range of 13.56-27
MHz at a distance of 1 cm. A successful wireless communication at 13.56MHz has also been established by Sasaki et al. [Sasaki 2007 ] at the same distance. Guo et al. [Guo 2006 ] have reported a successful communication with a small 2.45GHz RFID device (with a chip-area of 1 mm X 0,5 mm) at a distance of 1 mm. The design of a 2.45-GHz RFID device with its on-chip antenna smaller than 0.5 mm 2 with a thickness of 0.1 mm is reported in [Chen 2008 ]: with the reader generating an output power of 500mW, the RFID system was able to perform with RF read/write functions at a distance smaller than 0.5 mm.
IV.2. Electromagnetic coupling
The technique based on electromagnetic (or far field) coupling involves the use of electromagnetic waves that propagate from the antenna in the far field region to power the passive RFID chip. To transmit data, the IC changes the impedance of the transponder antenna which backscatters some of the incident RF energy to the interrogator. Figure 2(a) shows the constitutive elements of the RFID system based on such a coupling. In free-space, the electromagnetic power P rect received by the transponder antenna (gain G T ) is given by [Balanis 2005 ]:
where P I designates the power transmitted by the interrogator antenna (gain G I ),  is the free-space wavelength and d denotes the distance between the interrogator and transponder antennas (polarization mismatch between antennas is assumed negligible . However the read range associated with LF (135 KHz) RFID implant is generally shorter than 1m due to rapid attenuation of the magnetic field with distance (see Section IV.1) and the necessarily small cross-sectional area of implanted transponder coil antenna.
Moreover the bandwidth of LF RFID chip is very small. This technical characteristic implies: (1) very slow data rates (low data transfer), (2) inability of the interrogator to read simultaneously multiple RFID implant devices, (3) vulnerability to transmission collapse in presence of strong environmental electrical noise (lack of robustness and reliability of the wireless link) and (4) difficulty to incorporate any cryptography in the transmitted signal (lack of security/confidentiality of the data transfer, although the very short range associated with such close coupling systems could be interesting for achieving secure transmission).
In [Freudenthal 2007 ] the authors investigate the effectiveness of High Frequency (HF)
waves for communicating with implanted devices. Considerations that may justify the use of HF RFID for implanted medical applications can also be found in [Magellan 2006 ]. HF waves ranging from 1MHz to 20MHz are not significantly attenuated by human tissues 1997] . Experiments performed at 4MHz emulating the human tissue electrical properties by introducing water bearing colloids between coils of the inductive coupling RFID system have revealed a small decrease in the amount of power transmitted by the interrogator to the transponder [Sauer 2005 ]. This attenuation was not large enough to cause data or power flow disruption or to lower the power supply voltage below the IC operating range. The read range of such HF inductive coupling system was then found to be quite the same than one observed in free space environment (that is 1 cm at 13.56MHz and shorter than 1mm at 2.45GHz). Moreover successful wireless communication with ten HF RFID devices (each one occupying an area of 2 x 10 mm 2 ) implanted at three locations within a human body (at 10cm to 30cm in depth) has been established in [Freudenthal 2007] . It has been observed that deeply implanted transponders may be read at distance of 10 cm from the body, i.e., at distances-to-transponders similar to those observed for non implanted transponders.
From the review of state of the art it can be observed that inductive coupling operating in HF (13.56 MHz and below) frequency range is now one of the most common methods to wirelessly send power and data from off-body interrogator to RFID device implanted inside human body. In 1988, the design of millimeter-and sub-millimeter-sized power sources operating at 2MHz and 20 MHz for neural implant based on inductive coupling has been proven feasible [Heetderks 1988 ]. Power harvesting of implanted devices through inductive coupling has been successfully performed for various applications, e.g, for recording the neural signals from axons by using implanted telemetry system occupying an area of 4 x 6 mm 2 and operating at 2 MHz [Atkin 1998 ], for wireless implantable neural micro-stimulation system [Ghovanloo 2004b ], or for replacing defective photoreceptors in patients by implanting a retinal chip that achieves the transmission link between the extra-ocular and intraocular coil antennas at a frequency ranging from 1 to 10 MHz [Liu 2000 ].
Ultra-High Frequency (UHF) RFID device offers significantly higher bandwidth than LF or HF RFID. This allows, e.g., high data rates and the incorporation of privacy/integrity preserving cryptographic protocols for wireless transmission in order to protect information [Juels 2006 ]. Moreover, using UHF electromagnetic waves, high level of miniaturization of RFID chip (including its antenna) can be achieved (see Section III).
However UHF waves may be problematic for human RFID implants, due to the following reasons: (1) UHF and microwave fields are strongly attenuated by water (which is the primary constituent of human tissue) and consequently a passive RFID solution allows a very limited communication range (typically shorter than 1 m); (2) the UHF field In the UHF band the human body, essentially composed of water, bones and tissues, can be viewed as a highly scattering and dissipative electromagnetic propagation channel in which multiple reflections (multi-paths) and strong attenuation occur. Specifically input impedance and radiation pattern of the transponder antenna may depend on the location of the antenna implanted inside the body [Kim 2006 ]. In order to perform an analysis of the UHF wireless communication efficiency and to analysis electromagnetic characteristics of antennas implanted inside the human body, a realistic electromagnetic model of the human body (with its various tissues and geometries) has to be elaborated. It will allow designing a reliable wireless communication system between a RFID device implanted inside human body and an off-body interrogator. The propagation analysis of UHF electromagnetic field in muscle tissue has been presented in [Arumugam 2008 ] while in [Kim 2006 ] [Sani 2010 ] the authors analyze the antenna performances (efficiency, radiation pattern, and input impedance) when implanted in human body or in an equivalent simplified tissue model. In [Kim 2006 ] it is observed that the return-loss At an operating frequency between 915MHz and 1GHz wireless communication between a transponder antenna and an interrogator antenna separated by 15mm of bovine muscle tissue has been established by [O'Driscol 2009] . In [Warty 2008 ] communication between antennas positioned below the scalp covering the frontal region of the skull was presented and the effect of the antenna packaging on the impedance matching of an implanted antenna was also analyzed. Using an inductively powered and implantable wireless neural recording device working at 3.2GHz, the in-vivo continuous recording continuous of Electro-Encephalogram from the hippocampus of an un-tethered rat is possible [Irazoqui-Pastor 2003] . ]. An array of 16 activated iridium microelectrodes (5-6 mm in length within a cluster approximately 1.8 mm in diameter) suitable for long-term implantation into the brain, records signal from single neurons, and delivers as well localized microstimulation.
These microelectrodes may also be used therapeutically [Freudenthal 2007 ]. However such therapeutic applications of RFID implants are still at the proof of concept stage. The benefits of such technology in terms of, e.g., improvement of quality of living or of patient care, have to be demonstrated.
VI. Conclusion
RFID technology has opened up new expectations in the fabrication of tiny devices implanted in the human body for locating and tracking persons or for remotely controlling human biological functions. A RFID-chip implanted inside the human body can transmit its data to an off-body interrogator at very short distance (typically 10cm or less). It cannot communicate, e.g., with GPS satellites (or other equivalent satellite-based positioning system) that would be required for the real-time tracking of a person. RFIDtechnology is then not suitable for the real-time tracking of a person anywhere on the planet through RFID-chip deeply implanted in its body. However, a RFID-based remote and reversible control of human bio-molecular machinery seems to be not completely out of reach using existing technology [Burke 2009 ]. The recent advances in fabrication of radio-chip at nano-scale level [Jensen 2007 ] [C. Rutherglen, 2007] may help the advent of nano-scale RFID chip. Due to their small size, such device could be inserted inside the human living cell to provide a sub-cellular remote controlled interface. 
